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Mechanisms to Enable Users to Control Disclosure of Sensed Physiological Data
ABSTRACT
Some computing devices include sensors that, with user permission, can measure the
user’s physiological information, such as eye movements, heartbeat, gait, voice characteristics,
gestures, etc. It is important for users of such devices to control whether and how such
information is shared with others. This disclosure describes user interface (UI) mechanisms that
enable users to control sharing of their physiological information as measured by their device.
Users can specify desired sharing criteria along a line starting from other users socially closest to
them and ending with everyone. Users can indicate whether and how they would like their
physiological information shared with these various parties by placing control knobs on the line.
For each sensor, each knob is tied to a different form of data disclosure, ranging from the most to
the least amount of disclosure. Further, users can specify a global setting that serves as the
default. Implementation of the techniques provides users with control over the disclosure of their
physiological data to other parties and enhances safety.
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BACKGROUND
Devices such as smartphones, smartwatches, augmented reality/virtual reality (AR/VR)
headsets, etc., include a number of sensors that, with user permission, can measure the user’s
physiological information, such as eye movements, heartbeat, gait, voice characteristics,
gestures, etc. If the user shares a portion of such information with other parties, it can
inadvertently reveal sensitive aspects such as the user’s identity, health status, etc. However,
current devices do not provide functionality for users to control sharing of their sensed
physiological information with other users such as those in their social network.
Typically, users can control the disclosure of various pieces of information by adjusting
device and/or application settings that specify which information can be shared with which
parties and at what granularity. For example, users can choose to share their location but only
with their family and friends. Further, users can specify that only the city of their location is
revealed instead of disclosing precise location coordinates. Apart from decreasing the granularity
of the disclosure, certain types of information can be modified using techniques such as addition
of noise to make user identity unidentifiable. If a piece of information can be modified in
multiple ways, then users currently need to specify the application for each modification
technique separately.
DESCRIPTION
This disclosure describes techniques to provide users with user interface (UI)
mechanisms to control sharing of their physiological information, such as heartbeat, gait, voice,
eye movements, facial expressions, gestures, finger movements, etc. as measured by their device.
Users can specify desired sharing criteria along a line starting from other users socially closest to
them (close Friends) on the far left and ending with everyone on the far right. Between these
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extremes, users can choose to share with Friends, Friends of Friends, users with positive
reputation that they have met, and Any users with positive reputation. Users can indicate how
they would like their physiological information shared with each of these various parties using
one or more of three control knobs, each tied to a different form of data disclosure, ranging from
the most to the least amount of disclosure:
1. Control knob A: Raw data from sensors
2. Control knob B: Data from physiological sensors with suitable modifications
3. Control knob C: No data
Since knobs are ordered by the amount of data disclosure, they are arranged along the
line such that knob B is placed at or to the right of knob A and knob C is placed at or to the right
of knob B. To control data disclosure, the user places at least one of the knobs along the line. For
instance, if the user desires no data disclosure to any party, she can place knob C at the leftmost
point of the line.
Users can use the mechanisms described above in two ways:
● Global: A global setting that serves as the default user preference for disclosure of data
from all available physiological sensors.
● Individual sensor: A setting for an individual sensor that controls disclosure of the
physiological information connected to that sensor, such as heartbeat, gait, voice, eye
movements, facial expressions, gestures, finger movements, etc.
If a user does not specify a disclosure preference for a particular sensor, disclosure of the
data connected to that sensor is handled according to the global setting. If the user specifies
disclosure preferences separately for an individual sensor, such preference overrides the global
setting and data connected to that sensor is disclosed according to the individual sensor setting.

Published by Technical Disclosure Commons, 2022

4

Defensive Publications Series, Art. 4882 [2022]

Fig. 1: Specifying global and individual disclosure settings for physiological data
Fig. 1 shows an example of operational implementation of a user interface to control
information disclosure, per techniques described in this disclosure. Various possible recipients
(102) with whom the user can choose to share raw (104), modified (106), or no (108)
physiological data are placed along a line. The degree of social closeness of the recipients to the
user varies from high to low from left to right along the line. The global disclosure setting shown
in Fig. 1(a) indicates that the user has specified that raw physiological data be shared with
Friends, modified data with Friends of Friends, and no data with all others.
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As shown in Fig. 1(b), the global disclosure settings can be overridden for the various
individual sensors. For example, in Fig. 1(b), the user has indicated that raw heartbeat and voice
data be shared only with close friends while permitting raw gait data to be shared with everyone.
In addition, the user has allowed modified heartbeat and voice data to be shared with Friends and
no heartbeat data to be shared with anyone other than those in close Friends and Friends.
With user permission, modification of the data from the various physiological sensors can
be achieved via suitable heuristics and/or machine learning. With user permission, the modified
sensor data is obfuscated to eliminate or reduce below a threshold the chances of it being linked
back to an individual. Users can configure the level of modification with a relevant setting, such
as by specifying a number between 1-10 where higher numbers indicate higher levels of
modification.
The various parties with whom data is to be shared that are included on the line can be
selected by the developers and/or specified by the user and/or set dynamically based on the
device or the application. The number of control knobs can also be selected to provide a suitable
level of control over the data. If users permit, the techniques described above can be
implemented for any device of application that involves the sensing and/or use of physiological
data. The techniques can be particularly useful in AR/VR applications. Implementation of the
techniques provides users with control over the disclosure of their physiological data to other
parties and enhances safety. The techniques can be used by companies that provide devices that
capture physiological data and/or services that utilize such data. For example, companies that
provide online gaming, metaverse, or other services can make use of these techniques.
Devices are configured with sensors that are permitted and are operated in compliance
with applicable regulations. Users are provided with options to choose a setting “share no data”

Published by Technical Disclosure Commons, 2022

6

Defensive Publications Series, Art. 4882 [2022]

if they desire. Users can also turn off individual sensors such that no data are collected from the
sensors that are turned off. Further, when data are modified, users are provided with guidance
and control on the type of modification performed. Users can choose to modify their data sharing
settings at any time. The settings may be stored and enforced by a device operating system or can
be specific to an application that implements the described techniques.
Further to the descriptions above, a user may be provided with controls allowing the user
to make an election as to both if and when systems, programs or features described herein may
enable collection of user information (e.g., information about a user’s physiological data, social
network, social actions or activities, a user’s preferences, a user’s data sharing settings, or a
user’s current location), and if the user is sent content or communications from a server. In
addition, certain data may be treated in one or more ways before it is stored or used, so that
personally identifiable information is removed. For example, a user’s identity may be treated so
that no personally identifiable information can be determined for the user, or a user’s geographic
location may be generalized where location information is obtained (such as to a city, ZIP code,
or state level), so that a particular location of a user cannot be determined. Thus, the user may
have control over what information is collected about the user, how that information is used, and
what information is provided to the user.
CONCLUSION
This disclosure describes user interface (UI) mechanisms that enable users to control
sharing of their physiological information as measured by their device. Users can specify desired
sharing criteria along a line starting from other users socially closest to them and ending with
everyone. Users can indicate whether and how they would like their physiological information
shared with these various parties by placing control knobs on the line. For each sensor, each

https://www.tdcommons.org/dpubs_series/4882

7

Guajardo et al.: Mechanisms to Enable Users to Control Disclosure of Sensed Physio

knob is tied to a different form of data disclosure, ranging from the most to the least amount of
disclosure. Further, users can specify a global setting that serves as the default. Implementation
of the techniques provides users with control over the disclosure of their physiological data to
other parties and enhances safety.
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